Volatility 3 Public Beta: Insider’s Preview

December 2011 Volatility Technology Preview (Internal Project)
LOO ki n g B a Ck October 2012 OMFW: Volatility 3.0 on Roadmap (Technology Preview)
November 2013 “Volatility Past & Present” (Volatility 3.0: Python 3/Pagefile/Performance)
December 2013 Volatility Technology Preview - Rekall

November 2014 “Restructuring Memory” (Unified output) > 2.5
October 2019 Volatility 3.0 Public Beta

Volatility 3

| 2011 | 2012 | 2013 | 2014 | 2015 | 2016

| 2006 | 2007 | 2008 | 2009 |

December, 2016 Volatility 2.6 (Windows 10 / Server 2016)
October 2015 Volatility 2.5 (Unified Output / Community)
September 2014 Volatility Foundation created

August 2014 Volatility 2.4 (Art of Memory Forensics)

October 2013 Volatility 2.3.1 (Mac OSX and Android ARM)

August 2013 Volatility Plugin Contest

May 2013 Month of Volatility Plugins Il

October 2012 Volatility 2.2 (Linux Support)

© September 2012 Month of Volatility Plugins |

© August 2012 Volatility 2.1 (Malware and 64-bits)

© August 2011 Volatility 2.0 (Beyond XP)

© January 2009 Malfind 1.0

© August 2008 Volatility 1.3 (DFRWS Contest, OMFW, and Plugins)

© August 2007 Volatility 1.1.1 (Scanning and VAD)

© February 2007 VolaTools (Black Hat - Initial Public Release)

© February 2006 FATKit (Digital Investigation Journal)

© 2020 The Volatility Foundation

2

Volatility 2.x
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Memory Forensics: 2006 vs. 2019
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Operating System Release Cycles in 2019 [3, 4]
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The History of Vol3

* Many novel ideas attempted and refined before being put into
the stable code base

» The goal: Meet the needs of the next decade of memory
analysis

© 2019 The Volatility Foundation

What is New in Volatility 37

« All of it
* Every line of code

- Entire framework (backend, plugins, etc.) was
completely rewritten and redesigned

© 2019 The Volatility Foundation
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What is New in Volatility 3? Cont.

« Written in Python 3

» Major performance boost!
— Natively supports multi-processing and memory caches

* Much simpler integration into other libraries and user
interfaces

© 2019 The Volatility Foundation
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What is New in Volatility 3? Cont.

* No more --profile for any OS!
— Automatic detection of profiles
— Extraction of known-good data from debug info vs hardcoded

» 32bit apps on 64bit kernels natively supported
— Proper Wow64 analysis!

« Automated evaluation of in-memory code

© 2019 The Volatility Foundation
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What is New for Developers?

« Extensive API documentation
» Plugins can directly call other plugins
* Plugins are versioned

* Much easier to use custom data structures and symbols

© 2019 The Volatility Foundation
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© 2019 The Volatility Foundation

Supporting Modern and Advanced Analytics

« Automating (where possible) operating system and
application support

« Automating analysis decisions beyond simply presenting
data structures and raw disassembly listings

« Automating analysis of multiple samples at once

© 2019 The Volatility Foundation
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Automated Kernel Module Analysis — NDIS & Netffilter [5, 6]
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Automated Version Analysis — TrueCrypt vs VeraCrypt [7, 8]

Tuesday, January 14, 2014

TrueCrypt Master Key Extraction And Volume
Identification
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Automatic Symbol Inclusion
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Automated Emulation of In-Memory Hooks [9]
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Automatically Analyzing Multiple Samples

Volatility 2 Volatility 3
1. Run kdbgscan (or imageinfo) 1. Run plugin

2. <wait>

3. Set --profile

4. Run plugin

© 2019 The Volatility Foundation
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Looking Forward

- August 2020 Volatility 3.0 Official Release
Volatility 3 g Y

August 2021 - future Volatility
development & support ONLY for 3.x

Feature parity/new
& unique capabilities

Plugin & operating system updates

Volatility 2.x August 2021 2.x: Development & support for 2.x Ends

© 2019 The Volatility Foundation
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Start Using It and Get Involved!

e https://www.qgithub.com/volatilityfoundation/volatility3

e https://volatility3.rtfd.io/

* https://www.volatilityfoundation.org/slack

* https://lists.volatilityfoundation.org/pipermail/vol-users/

© 2019 The Volatility Foundation
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