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Research Motivation – Windows Rootkits Return
• Rootkits are a grave threat to privacy and security

• Over the last few years, there has been a significant rise 
in the usage of Windows rootkits by APT groups

• Prior years saw a dip due to Drive Signing Enforcement

• This led to research efforts focusing on userland malware
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Research Goals
• Develop effective, scalable triage techniques for detecting 
currently in-the-wild Windows rootkits

• Focus where malware operates - physical memory (RAM)

• Focus where historical records reside - Event Logs
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Why Memory Forensics?
• Across platforms, memory-only payloads are often used by 

malware to avoid detection and hinder analysis

• Disk and live forensics generally can find no traces of this malware

• Volatile memory is the *only* place to determine that such 
malware is present and to fully investigate it
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Microsoft Report: [1]
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Why Event Logs?
• Provide timestamped, detailed records of system activity

• In many organizations, are centralized in a database that 
can be easily queried 

• Vista+ systems have so many event log sources, that 
anti-forensics techniques are not generally potent

Windows Logging Cheat Sheets: [14]
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Loading a Driver the MS Recommended Way
• Create a service of type SERVICE_KERNEL_DRIVER or 

SERVICE_FILE_SYSTEM_DRIVER

• This stores the service name, driver path, etc. within the 
registry

• The service can then be started upon system boot or at 
run time by a service control program

• This creates records in the event logs, but too noisy
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Driver Signing Enforcement (DSE)
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Stolen Certificates [2-4]
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Game Changer – BYOVD [5,6]
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Defining `Vulnerable`
• When a driver gives kernel level access to non-intended 
userland processes

• This access can include read/write capabilities to physical 
memory and/or MSRs

• Drivers are complex and often require allowing userland 
to dictate parameters and operations of hardware devices

⏤Think of your graphics card, NIC, etc.
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Approaches to Leveraging Vulnerable Drivers
1. Directly manipulate kernel data structures and code, 

such as disabling protected processes
⏤ Many valuable targets protected by Patch Guard
⏤ Very difficult to perform complex operations through what is 

essentially memory forensics

2. Disable DSE to load a second, unsigned driver (rootkit)
⏤This bypasses all protection from DSE
⏤Much easier to write complex code
⏤The most common way, by far, seen in the wild
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Disabling DSE [8, 9]
• On Windows 8.1+, the g_CiOptions global variable of 
CI.DLL controls DSE

• 0 = disabled, other bits undocumented and values vary 
across default Windows 10 versions

• Malware abuses a vulnerable driver to set g_CiOptions to 
0 to allow the unsigned rootkit driver to load
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Possible Detection - Examine g_CiOptions in Memory

Thought: Write a Volatility plugin to detect g_CiOptions = 0

Reality: Every infected memory sample had a non-0 value

Reason: All rootkits tested reset g_CiOptions after loading

Verdict:
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Patch Guard, g_CiOptions, and Bypasses [12,13]
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Actual Detection – Event Logs [10, 11]
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Actual Detection – Event Logs [16, 17]
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Patch Guard vs Traditional Rootkit Techniques
• Besides DSE, Kernel Patch Protection, commonly referred 
to as Patch Guard, also hinders many previous rootkit 
techniques

• Patch Guard works by monitoring modifications to 
protected resources

• A system crash is triggered if violations found
⏤If crash dumps enabled, this will ‘trap’ the malware inside the 

produced crash dump **
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Drivers in Memory - Modules
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Drivers in Memory – DRIVER_OBJECT
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Rootkit Technique – Module and Driver Tampering

• Rootkits deploy several techniques to hide from analysis, 
such as:

1. Unlinking its module from the module list *
2. Changing the driver’s metadata

⏤ Base address
⏤ Size
⏤ Function pointers for operations (start, unload, etc.)

3. Changing the module’s metadata

Detection: Disconnect between a module and its driver
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DriverModule vs DirtyMoe [15]
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I/O Request Packets and Handlers
• I/O Request Packets (IRPs) are used to send requests to a 
kernel driver

• Examples:
⏤ Asking the NTFS driver for access to a file

⏤ Asking the network driver to send data

⏤ Asking a rootkit driver to hide the process with PID 42
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IRP Entries
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• Rootkits will hook IRP entries for drivers of interest to 
control operations

• This gives very low-level control over system operations

• Patch Guard (supposedly) protects IRP entries for critical 
drivers

26

Rootkit Technique – Hooked IRPs
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DriverIRP vs Ghost Emperor [16]
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Device Trees

28

• Windows has a layered 
architecture for device 
access so that multiple 
drivers can handle one 
request

• This helps support 
firewalls, AV, EDRs, etc.
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Device Trees in Memory

29

29

© Volexity Inc. 

DeviceTree vs Rootkits [16, 17]
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Rootkit Technique – GetCellRoutine Hijacking
• Since callbacks are checked by EDRs and memory 
forensics, rootkits want to be a bit more stealthy

• To observe and modify registry operations, GetCellRoutine 
hijacking can be performed instead of CmRegisterCallback
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Enumerating Hives
$ python3 vol.py -f crtsys_apt.lime -r pretty hivelist
Volatility 3 Framework 2.4.0
  |         Offset |  File Full Path 
* | 0x9a869403d000 | \REGISTRY\MACHINE\SYSTEM 
* | 0x9a8694077000 | \REGISTRY\MACHINE\HARDWARE 
* | 0x9a86959e1000 | \Device\HarddiskVolume1\EFI\Microsoft\Boot\BCD 
* | 0x9a86947fa000  | \SystemRoot\System32\Config\SOFTWARE 
* | 0x9a8694ad0000 | \SystemRoot\System32\Config\DEFAULT
* | 0x9a8699513000 | \SystemRoot\System32\Config\SECURITY 
* | 0x9a8699582000 | \SystemRoot\System32\Config\SAM 
* | 0x9a8699643000 | \??\C:\Windows\ServiceProfiles\NetworkService\NTUSER.DAT
* | 0x9a86997d9000 | \SystemRoot\System32\Config\BBI 
* | 0x9a86997f8000  | \??\C:\Windows\ServiceProfiles\LocalService\NTUSER.DAT 
* | 0x9a869a282000 | \??\C:\Windows\AppCompat\Programs\Amcache.hve 
* | 0x9a8699bd3000 | \??\C:\Users\Administrator\ntuser.dat 
* | 0x9a869b29b000 | \SystemRoot\System32\config\DRIVERS 

32

'_HHIVE' : [ 0x600, {
    'Signature' : [ 0x0, ['unsigned long']],
    'GetCellRoutine' : [ 0x8, ['pointer64', ['void']]],
    …
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Volatility vs FireChili

$ python3 vol.py -f crtsys_apt.lime -r pretty getcellroutine
Volatility 3 Framework 2.4.0
   |  Hive                                             |  Module | Handler
* | \REGISTRY\MACHINE\SYSTEM | crtsys   | 0xf800f85d4cf0

33

• Volatility’s new getcellroutine plugin reports any cached 
hive whose GetCellRoutine handler is not the kernel
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Questions? Comments?
Contact

andrew@dfir.org

Social Media
  @volexity, @volatility, @lsucyber, @attrc
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